PRIVACY POLICY FOR USERS OF EXENSIO® FREEMIUM PLATFORM
AND HOSTED SERVICES

This Privacy Policy (“Policy”) describes our practices in connection with
personal information we process when you access the Platform and use

the Hosted Services pursuant to the Agreement.

As the operator of the Platform and provider of the Hosted Services, PDF
Solutions Semiconductor Technology (Shanghai) Co., Ltd. (“PDF”) is the
personal information processor (equivalent to data controller under
GDPR) of any personal information (as defined in Section 1 below)
collected or otherwise processed on or through the Platform or the

Hosted Services.

Except as otherwise stated in this Policy, this Policy does not address our
practices concerning information that we collect by any other means
other than through the Platform or the Hosted Services; or the collection,
use or disclosure of information by any of PDF’s Affiliates or other third

parties.
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By accessing the Platform or using the Hosted Services, you
acknowledge the terms and conditions of this Policy. If you do not agree
to the terms and conditions of this Policy, please do not access the

Platform or use the Hosted Services.

We reserve the right to change this Policy without prior notice. Subject to
applicable law, any changes to this Policy will become effective upon our
posting of any revised Policy, and continued access to the Platform or
use of the Hosted Services following such changes constitutes your
acknowledgment of such revised Policy. Use of the Platform and the
Hosted Services is also subject to the Agreement and any other relevant
agreement or usage policies applicable to you or your company as a user

of the Platform and the Hosted Services.

Capitalized terms used herein and not defined herein have the meanings

given them in Section 13 of the Agreement.
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1. CATEGORIES OF PERSONAL INFORMATION COLLECTED AND
PURPOSES OF PROCESSING
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PDF gathers certain personal information from you when you register for
an account on the Platform, create or modify your account profile, access
the Platform with authorized credentials, set your preferences or
otherwise interact with the Platform or the Hosted Services. Personal
information refers to various information related to identified or
identifiable natural persons recorded electronically or by other means,
not including anonymized information._This section shall also be deemed
as a notice to Platform visitors in accordance with applicable laws and

regulations.

PDF collects the following types of personal information:

a. Contact Details. We collect contact information related personal
information from you, such as your name, business e-mail
address, job title and job function, business phone number and
business physical mailing address, only when you voluntarily
provide it to us. We use this information for the following purposes
on the Platform or in relation to the Hosted Services:

o To process your instructions or provide you with access to specific

information.
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To respond to your user feedback and requests for technical
support or software maintenance, or to provide further
information to you about our products and services.

To send you notifications, notices, updates and reminders and any
other communications as needed in relation to your access to the
Platform or use of the Hosted Services.

To provide you with user reports or other analytic reports
generated via access to the Platform or use of the Hosted Services
by yourself or other users.

To send you important information regarding the Platform or the
Hosted Services, changes to our terms, conditions, and policies
and/or other administrative information.

For internal business purposes, such as data analysis, audits,
developing new products, enhancing the Platform, improving the
Hosted Services, identifying usage trends and determining the

effectiveness of our product solutions.

. Account information. We collect account information such as

your username and password from you, and use this information
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for the following purposes in the Platform and the Hosted

Services:

To create and administer an account to allow you to access the
Platform and use the Hosted Services provided thereunder.

To authenticate your identity when you log on to the Platform
account to ensure user security.

To validate your identity in the Platform when you are requesting
customer support and technical assistance.

To customize and manage your access rights based on your user
configuration and permissions so that you can be granted access
to the functionalities that you are authorized to use on the
Platform and the Hosted Services.

To allow you to exercise administrative privileges on the Platform
and the Hosted Services where permitted.

To allow you to submit user feedback such as suggestions or bugs

via a user interface of the Platform and the Hosted Services.

. Technical Information. We collect technical information during

usage such as your IP address, your computer environmental
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variables (including but not limited to O/S, browser type and
version), online identifiers, communications data, general physical
location data, timestamp data, metadata and technical events,

etc. The technical information we collect may be used to:

To calculate usage levels of the Platform and the Hosted Services,
helping diagnose server problems, and administering the Platform
and the Hosted Services.

To conduct data analysis as needed to provide access to the
Platform and use of the Hosted Services to you and to optimize
your user experience on the Platform.

To provide you with technical support or software maintenance, or
to fulfill any other of your requests in relation to your access to the
Platform and use of the Hosted Services.

For internal business purposes, such as data analysis, audits,
developing new products, enhancing the Platform, improving the
Hosted Services, identifying usage trends and determining the
effectiveness of our promotional campaigns.

To provide information security for any data or personal

information hosted by the Platform and the Hosted Services, and
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to ensure confidentiality, integrity and availability of the Platform
and the Hosted Services consistent with the Agreement, along
with other relevant agreements and usage policies applicable to
you and your company as a user of the Platform and the Hosted

Services.

d. Unsolicited Information That You May Voluntarily Provide. We
do not solicit personal information in unstructured format such as
in email or other communication methods, and ask that you refrain
from providing any such unsolicited personal information as such
unsolicited personal information cannot be properly processed on
the Platform or the Hosted Services. Please note that we do not
accept any liability for the security of unsolicited information

transmitted to us.
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2. LEGAL BASES FOR PROCESSING YOUR PERSONAL INFORMATION

We process your personal information on several different legal bases, as

follows:
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a. Based on Necessity to Enter into or Perform a Contract Which

You Are a Party to. We may need to process your personal
information to enter into an agreement with you or a legal entity
you represent, to perform contractual obligations (which includes
(i) ensuring the security of the Platform or the Hosted Services,
including the software, hardware and firmware used to operate
the Platform or the Hosted Services; (ii) protecting and defending
the rights, interests and/or property of ourselves and others; (iii)
responding to related questions and requests from you, or (iv)
providing technical assistance or other customer support.

. Based on Performance of Legal Duties or Legal Obligations. We
may need to process your personal information to comply with
relevant laws, regulatory requirements and to respond to lawful
requests, court orders, and legal process.

. Based on Consent. We may process personal information from
you to optimize user experience on the Platform or the Hosted
Services; to improve the Platform and the Hosted Services, and to

develop new products and services.
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3. SECURITY

We use reasonable organizational, technical and administrative
measures to protect personal information under our control. Security
measures and tools, such as data encryption, network firewalls,
vulnerability scanning, regular penetration testing, configuration
hardening and virus scanning, are in place to help protect against the
loss, misuse and alteration of the information under our control. Please
note that no data transmission over the Internet or data storage system
can be guaranteed to be 100% secure. Please do not send us sensitive
information through email. If you have reason to believe that your
interaction with us is no longer secure (for example, if you feel that the
security of any account you might have with us has been compromised),
you must immediately notify us of the problem by contacting us in
accordance with Section 10 (“Contacting Us,”) below (note that if you
choose to notify us via physical mail, this will delay the time it takes for

us to respond to the problem).
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4. SHARING OF PERSONAL INFORMATION WITH THIRD PARTIES
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We may disclose your personal information to the following third parties,

as required or permitted by applicable law:

a. Our Affiliates, so that they may use such personal
information for the purposes described in the Policy.
b. Third-party suppliers and service providers to assist us in

the operation or improvement of the Platform and the

Hosted Services, and to enhance our products and services.

c. Torelevant third parties, in the event of any reorganization,
merger, sale, joint venture, assignment, transfer or other
disposition of all or any portion of PDF’s business, assets or
stock (including without limitation in connection with any
bankruptcy or similar proceedings), we may transfer any
and all information collected from users to an Affiliate or a

third party.
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5. LINKS TO THIRD PARTY SITES AND SERVICES

The Platform or the Hosted Services may contain links to third party

websites and services. These linked sites or services (including without
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limitation the websites of Affiliates) are not under PDF’s control and we
are not responsible for the privacy practices or the contents of any such
linked site, or any link contained in any linked site. We provide such links
only as a convenience, and the inclusion of a link on the Platform or the
Hosted Services does not imply endorsement of the linked site by PDF or
any Affiliates. If you provide any personal information through any such
third party website, your transaction will occur on such third party’s
website (not the Platform or the Hosted Services) and the personal
information you provide will be collected by, and controlled by the
privacy policy of, that third party. We recommend that you review the
privacy policies and practices of any such third parties. PLEASE NOTE
THAT THIS POLICY DOES NOT ADDRESS THE PRIVACY OR
INFORMATION PRACTICES OF ANY THIRD PARTIES, INCLUDING,
WITHOUT LIMITATION, THE AFFILIATES.
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6. DATA RETENTION

Your personal information will be retained in accordance with our
policies and any specific governing agreement and the usage policies

applicable to you or your company as a user of the Platform and the
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Hosted Services and for as long as necessary for the purposes for which
it was collected, plus any additional time periods necessary for the
compliance with laws and regulations, exercise or defense of legal rights,

and archiving, back-up, and deletion processes.
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7. NO SENSITIVE PERSONAL INFORMATION; NO USE OF PLATFORM
BY CHILDREN

No sensitive personal information is collected or processed on the
Platform or the Hosted Services. Access to the Platform or use of the
Hosted Services is not directed to natural persons under the age of
thirteen (13), and we request that such natural persons do not use or
provide personal information through the Platform or the Hosted

Services.
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8. CROSS BORDER DATA TRANSFERS AND OTHER JURISDICTIONAL
ISSUES

By submitting any personal information in the course of using the

Platform and the Hosted Services, subject to applicable law, your
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personal information may be transferred to other countries which may
provide a different level of data security than in China, and you hereby
give your separate consent to such cross-border data transfer. To ensure
that your personal information will remain protected wherever it is
transferred, we have taken appropriate safeguards as follows: When we
transfer personal information of natural persons in China to a country or
jurisdiction outside of China, we will comply with any and all legal
requirements relating to such cross-border data transfers, including but
not limited to making use of Standard Contractual Clauses (SCC) issued
by the Cyberspace Administration of China for transfers of personal
information from China. Although you have the right to withdraw your
consent, please note, however, that the withdrawal of your consent may
impact your access to the Platform or use the Hosted Services and result
in our inability to provide you with access to the Platform or use of the

Hosted Services.

PDF does not represent or warrant that the Platform, the Hosted
Services, or any part thereof, is appropriate or available for use in any
particular jurisdiction. Those who choose to access the Platform or use

the Hosted Services do so on their own initiative and at their own risk,
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and are responsible for complying with all local laws, regulations and
rules. We may limit the availability of the Platform or the Hosted
Services, in whole or in part, to any person, geographic area or

jurisdiction we choose, at any time and in our sole discretion.
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9. RIGHTS REGARDING PROCESSING OF PERSONAL INFORMATION

Subject to the conditions set out in the applicable law, you have, without

limitation, the following rights: (i) to inquire whether and what kind of

personal information we hold about you and how it is processed, and to
access or request copies of such personal information, (ii) to request the
correction or supplementation of personal information about you that is
inaccurate, incomplete or out-of-date in light of the purposes underlying
the processing, or (iii) to request us to erase personal information that is
(1) no longer necessary for the purposes underlying the processing, (2)
processed based on withdrawn consent, or (3) processed in
noncompliance with applicable legal requirements; (iv) to request us to
restrict or halt the processing of your personal information, unless
otherwise required by law and (v) to require us to explain how your

personal information is processed.
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Please note, however, that the exercise of certain of these rights may
impact your access to the Platform or use of the Hosted Services or
result in our inability to provide you with access to the Platform or use of

the Hosted Services.

You may exercise the above-mentioned rights of access, rectification,

erasure, restriction and refusal by contacting us in accordance with

Section 10 (“Contacting Us,”) of the Policy. We will ask that you provide
certain information to verify your identity, such as a code sent to an email
address we may have on file for you. If you have a password-protected
account with us, we may verify your identity through our existing
authentication practices for your account. The information that we ask
you to provide to verify your identity will depend on your prior
interactions with us and the sensitivity of the personal information at
issue. We will respond to your request in accordance with the Personal
Information Protection Law of the People’s Republic of China (“PIPL”)

and other applicable laws and regulations.
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10. CONTACTING US.
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If you have questions regarding our practices or this Policy, please AN SRR AT S B B AR BUR A SE i), 1538

contact us by e-mail at privacy-china@pdf.com, or please write to the it IR R FRATT: privacy—
following address: china@pdf. com, BLE(EE LT HLE:

PDF Solutions Semiconductor Technology (Shanghai) Co., Ltd. il KR FAREAR (B FIRAF

Unit 1203-1204, No. 51, Zhengxue Road HETT I X B % 51 5 SLURANHT R E 2

THE 12 )2 1203-1204 HJG
Yangpu, Shanghai, China 200433

[ f%: 200433
Tel: + 86-21-61171616

HLi%: +86-21-61171616
Please note that e-mail communications will not necessarily be secure;

accordingly, you should not submit credit card information or other R, HTRE A —E R LA N;
sensitive information in your e-mail correspondence with us. BRI, A RAE S FRATT R F BB AR IEAE 42
e H ARG BB URE R .
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